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Setting Up Keeper Security: A
Password Management Service

This document serves as a comprehensive guide for setting up Keeper Security, a robust
password management service designed to enhance security and streamline password
management for ITGuys clients. It includes step-by-step instructions on creating
accounts, setting up records, and utilizing various features of Keeper Security.
Accompanying graphics will provide visual assistance to ensure a smooth onboarding
experience.

Video: Keeper Overview
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Creating Your Keeper Security Account

1. Setting Up Your Keeper Security Account
When added as a user by the ITGuys Team, you will receive an email from
Keeper Team that includes a link and a verification code to set up your new
account. Click the “Set Up Your Account Now” button.

Video: Keeper Account Creation

User Added by . .
Receive Email
ITGuys Team
from Keeper
Team
The ITGuys
Team adds the  The user
user to the receives an The user clicks
system. email with the link to The user enters
setup details. begin account the verification ~ The account
setup. code provided setup process
in the email. begins for the
user.
Action Required >> Instructions for Your Keeper Security Account » inbox x e B
q% Keeper Team & <noreply@keepersecurity.com> 12:25PM (O minutes ago) Yy €
to jane.smith.keeper+22 «

(R KEEPER

A member of your organization’s security team, jane.smith.keeper@gmail.com,

has provisioned a Keeper Security account for you. Keeper® is the leading
password security and management software for protecting organizations

against password-related data breaches and cyberthreats.

Setting up your account is easy and takes less than a minute. Please create
your Keeper account using the email address

jane.smith.keeper+22@gmail.com.

Verification Code: 6219429267

Set Up Your Account Now
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2. Create Your Password
After clicking the “Set Up Your Account” button in your email, Keeper will take

you to its login page where you will finish inputting your information and create
your master password. This will be your personal login to Keeper.

Your master password is the key to your entire vault. Choose a strong,
memorable password with 12 characters and a mix of uppercase and lowercase
letters, numbers, and special characters.

Confirm Your Master Password: After entering your master password, re-enter
it to confirm.

Important: Write down your master password and store it securely

(® <eEPER Create Your Account
Email Address

user@keeperdemo.io X
Master Password

Set your Master Password ®©
Password Strength
The only password you need to remember
Confirm Master Password

Confirm Master Password ©

] You accept Keeper's Terms of Use

Already have an account? Login

Need Help? ~

@ English (US) ~ @ Work Offline  Help Privacy Policy

- H-é Storing Securely

Use ‘h__\l E—- Use Password Manager
Paper/Digital : szas?/:f):d ‘<. Use Encrypted File
Note -~

Keep it someplace safe

@



3. Import Your Passwords
After setting your master password, log in to your Keeper vault. On the
dashboard, click on the "Import" option (also found in the settings menu).
Keeper supports various methods to import passwords, such as uploading a
CSV file from another password manager, importing from your browser’s saved
passwords, or syncing from other apps.

Complete the Import Process:

Follow the on-screen prompts to select your preferred import method and
complete the process. It will prompt you to install the Keeper Import Tool. The
import tool will download to the downloads folder on your computer. While the
tool is downloading, copy the code that is displayed by clicking on the copy
icon. You will be prompted to paste this code into the field provided on the
Keeper import screen. Then click “Import.”

Keeper will show you all of the found passwords, then you can select which
passwords you’d like to import by checking/unchecking the boxes, then adding
them to Keeper with the button on the bottom that says, “Add to Keeper.”

Note: Imported passwords will be securely stored in your vault.

Video: Keeper Import Process
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4. Install the KeeperFill Web Browser Extension
KeeperFill is a secure browser extension that lets you autofill your login

credentials on your favorite websites. It can be installed on browsers such as
Chrome, Edge, Firefox, Safari, Opera, and other Chromium-based browsers
such as Brave.

Link: KeeperFill Browser Extension Installation Instructions per Browser
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Once installed, open the extension from your browser toolbar and log in with your
master password.

After logging in, enable the autofill feature in your browser extension so Keeper
can automatically fill in your passwords on websites.


https://docs.keeper.io/en/user-guides/browser-extensions
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5. Enabling Two-Factor Authentication (2FA)
Two-Factor Authentication (2FA) adds an extra layer of security to your vault by
requiring a second passcode upon logging in. Some 2FA methods like Duo or
RSA require admin configuration. Others, like Google or Microsoft Authenticator
Apps, can be set up by individual end-users.

Click the Account Dropdown Menu (your email address) then click Settings >
Security to enable 2FA for your vault.

O KEEPER Q Ssearch = Q jane.smith.keeper+new@gmail.com v
My Vau
sortbyN  Settings X o m =

> E B General Auto-Logout

This feature is managed by your Keeper Browser Extension.

> E [ 0 J Security

ot Stay Logged In @ »

KeeperfFill Stay logged into Keeper when you close your browser or restart your
| computer. @
| Accessibility
l | Two-Factor Authentication (2) )_J &
E Import Security Keys @ Setup *
i Export Auto-Approve Devices from Recognized IP Address(es) [
| ¢

Follow the instructions for your chosen 2FA method. If using an authenticator
app, scan the QR code provided by Keeper and enter the verification code.

Important: Once 2FA is enabled, you'll be required to enter the code from your
chosen 2FA method each time you log in.



6. Setting Up Account Recovery
Upon initial vault login, new users will be prompted to set up Account Recovery.

Click “Generate Recovery Phrase” to begin.
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Keeper will guide you through setting up a recovery phrase. Once your recovery
phrase has been generated, be sure to store it in a safe place. For added
convenience, you will be given the option to copy or download it. Check the box
to acknowledge you have stored it in a safe place and click Set Recovery
Phrase to complete the setup.
Please note that if you forget your master password and lose

A your recovery phrase, you will not be able to login to your vault

and Keeper Support will be unable to help you regain access.




Creating and Managing Records and Folders

1. Creating A Record

* Click + Create New > Record.

» Choose a Record Type from the dropdown menu ("Login" is the default
type) (Other types of records include addresses, bank accounts, payment
cards, birth certificates, contacts, databases, driver’s licenses, secure
notes, file attachments, general, health insurances, memberships,
passports, photos, servers, software licenses, SSH keys, and identity
cards.)

» Enter a name for the Record and click Next.

» Enter the Login (Username or Email)

» Enter the Password or click the dice icon to generate one (more on that
here)

* Enter the Website Address

« Enter Notes, add Files & Photos, a Two-Factor Code and Custom Fields

* Click Save to finish.
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2. Creating a Folder
* C(Click + Create New > Folder.
* Enter the name of the folder and click Create.

» Drag-and-drop the record(s) you would like to store in the folder and click
Move or Create shortcut.

Link: Keeper Create a Folder

@®reerer  Q = ° e aruthhaspers niw@omelliom

3. Creating a Subfolder
* Right-click on an existing folder and click New Folder.
» Enter the name of the subfolder and click Create.
« Drag-and-drop the record(s) you would like to store in the subfolder and
click Move or Create shortcut.
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Sharing Passwords Securely

Securely create, share, and manage records with family, friends and colleagues.

1. Share a Single Record

* While viewing a record, click Share.

= al(EEI’-‘EH 0, Lewrch = 0 janesmith keeper « newlgmailcom =

v O
Sarl by Harme = Show All Aecords * D m = B @ i ri i x
B iy Vault

- e - PPN Natflix

Fi Amaron

Pt

o
userfccgerdera.a

usenPhesperdema. io

.................... o
=
GKEEPER Q, Sear Er o ane.smith beeper + newlgmallcom -
My Vault
Sorl by Wame = S A Records = D- = B
Soppeg Share “Netfliz"
«+ [l |
Add People One-Time Share -:'.'_-\__
t 1 Wiew Onlly
n Cd
Hame Iszions,
a7
‘D anesmit Ianer
an Ed [
o Wi Ol
rante ves




* Enter the email(s) of the user(s) you would like to share the record with,
then select their permission type from the dropdown menu (if they are
not already a Keeper user, they will be invited to create an account via
email).

Permission Name and Levels:

[Can Edit@ . ,,{Q CanShare]
e M

Modify Record -- - Share Record
AN XX — ! \ .
Update Details -- i i ~- Invite Others
Password
: e Sharing -~ |
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I
!

-———--

Read Only -- i -- Manage Access
|

[8% Transfer Ownership ]

- Gain Control

\ . .
~- Manage Permissions



Using Keeper's Security Audit

The Security Audit screen gives the passwords stored in your vault an overall security
score based on password strength. You can clearly view information about each
record's password strength and reuse from this screen.

1. Access the Security Audit Tool:
» From your vault dashboard, click on “Security Audit’ (found on the

leftside menu).

2. Review Your Audit Results:
» The tool will display a summary of any passwords that need attention,
such as weak passwords or passwords that have been used across
multiple accounts.

3. Fix the Issues:

* Follow the recommendations provided by the audit, which may include
updating weak passwords, enabling two-factor authentication, or changing
compromised passwords.

» Keeper also offers a built-in password generator to help you create strong,
unique passwords for each of your accounts.


https://vimeo.com/585500006?share=copy
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Calculation of Security

The calculation of password strength and reuse is performed continuously from your
vault across all platforms including Keeper Desktop, Web Vault, iOS and Android
devices.
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Keeper's password "strength" is a calculated score based on the complexity of the
password, with a score rating between 0 and 100 according to the metrics below:

Very Weak: < 20 Weak: 20-40 Good: 40-60 Strong: 60-80 Very Strong: 80+
For more information on how Security Scores are calculated, visit the following page.

You can easily view a record that contains a high-risk password by clicking on it from
the provided list. To resolve the risk, you will be directed to change the password at the
record's website and then update the corresponding record in your vault.
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Final Notes and Reminders

- Backup Your Vault: It's recommended to backup your vault regularly and store
backup copies securely.

- Remember Your Master Password: Keep your master password safe and
consider using Keeper’s biometric authentication for easier access on mobile
devices.

- Stay Secure: Always enable two-factor authentication to add an extra layer of
protection to your account.

+ Regularly Check the Security Audit: Run the audit regularly to ensure your
passwords remain strong and your accounts are protected.

Please note that if you forget your master password and lose your
A recovery phrase, you will not be able to login to your vault and Keeper
Support will be unable to help you regain access.

By completing these steps, you’re now fully set up with your Keeper Security password
management account, with all your passwords securely stored and easy to access!

For other Keeper Security user guides, please visit this link.
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